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IN THE SPECIFICATION (MARKED-UP VERSION) : 
P^^ragraph beginning on page 1 , line 16. 

This is a continuation-in-part of a non-provisional patent application Serial No. 

09/457,463 filedDecember 9, 1 999 now [ I for "Multi^Tier Digital TV 

Programming for Content Distribution", wliich isj commonly assigned herewith to 
International Bxi$iness Machines. The above aforementioned patent application is 
incorporated hereinto in its entirety by reference. 

Paragraph beginning on page 160, line 4 

The process flow 2100 begins in step 2102, a "Buy'' and "Catalog" icons are 
displayed. User irput, step 2104 is received. A test is made to determine the user 
selection, steps 2106 and 7108. of **Buy or Catalog" during the broadcast of a 
program 2204. If 'Bu/' is selected, the user is asked to identify themselves for 
billing purposes, step 2110. The embodiment shown in steps 2110-2116 and FIG. 
24. uses a "smart card" and an associated personal identification number (PIN). 
Other billing mechanisms are possible, including the use of a debit card. Once the 
user identifies himself or herself, the download begins, step 2118. If "Catalog"' is 
selected in step 2106, a menu panel of pmchasable products is displayed, step 21 20, 

and the user may navigate among them via a selection cursor (steps not shown). User 
input is received in step 2122. If this input it "Buy"* the viewer proceeds through the 
authentication process, 2110-2116. If the input is "Exit*\ the viewer returns to the 
'*Buy" and **Catalog" choices, step 2126. Upon successful authentication, the 
download process begins with an optional m^sage indicating this to the viewer, as 
shown in FIG. 26, Note that all graphic images are overlaid on top of video that is 
not interrupted by the conRumer*s[(?)] purcha5?ing activity. 
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MAKJCED-UP COPY 

L (Once Amended) A inethnH of sftctirely providing data to a user*s system over a web broadcast 
infrastructure with a plurality of channels, the method comprising the steps of: 

encrypting the data using a first encrypting ke v. wherein the first encrypting key is self- • 
contained with all the infortnatior Tiecc^ssan/ tn decrvnt the Hata mcrvpted with the jSrst encrvptinp 
key: 

encrypting the first decrypting key, using a second encrypting key; 

bro adcasting promotional metadata related to at leaet part of the encrypted data on a first web 
broadcast channel [fro] for reception by at least one user's system; 

broadcasting at least part of the encrypted data over a second broadcast channel; and 

transferring the encrypted fust decrypLixig key, which has been encrypted with the second 
encrypting key, to the user's system via a computer readable medium. 



5. (Once Amended) The method as defined in claim 1 , wherein the step of broadcasting at least part 
of the encrypted data over a second web broadcast channel includes broadcasting the encrypted data 
in a format compatible witli [DirecPC^'^] sattsUitc bioadbaiid Litcmct service , 

7. (Once Amended) A method of securely receiving data on a user's system from a web broadcast 
infi^tmcture with a plurality of channels, the method comprising the steps of: 

I eceiviiig pix>motional metadata jBrom a first web broadcast channel, the promotional metadata 
related to data available for reception; 

assembling at least part of the promotional metadata into a promotional offering for review 
by a user, 

selecting by a user, data to be received related to the promotional metadata; 

receiving data from a second web broadcast channel, the data selected fi^m the promotional 
metadata, and wherein the data has been previously encrypted using a furst encrypting key , wherein 
the first encrypting key is self-contained with all the information necessary to decrypt the data 
encrypted with the first encrypting kev: and 
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receiving the first decrypting key via a computer readable medium, the first decrypting key 
for decrypting at least some of the data received via the second web broadcast cliaiincL 

12. The method as defined in claim 7, wherein the step of receiving data from a second web 
broadcast channel includes receiving data in a format compatible with [DirecPC'^^] satellite 
broadband Intemet service , 

19- (Once Amended) A system for securely providing data to a user's system over a web broadcast 
infrastructure with a plurality of channels, the system comprising: 

a content system; 

a first public key; 

a first private key, which corresponds to the first public key; 
a data encrypting key, ; 

a data decrypting key for decrypting data encrypted using the data encrypting key . wherein 
the data djs.cTypting key i& Aclf-ccmtaincd with all the infbrmation neccai&arv to decrypt the data 
encrypted with the data decrypting kev. 

first data encryption means for encrypting data so as to be decryptable only by the data 
decrypting key; 

second data encryption means, using the first public key, for encrypting the data decrypting 

key; 

a dealing house; 

a broadcast center, for broadcasting to one or more user' s systems on a first web broadcast 
channe 1, promotional metadata related to data being broadcasted on a second web broadcast channel, 
and broadcasting on the second broadcast channel data encrypted with the datJ* anrirypting key; 

first transferring means for transferring the data decrypting key which has been encrypted to 
the clearing house, wherein the clearinghouse possesses the first private key; 

Hi St decrypting means for decrypting the data decrypting key using the first private key; 
a second public key; 

a second private key; which corresponds to the second public key; 
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re-encryption means for re-encrypting the data decrypting key using the second public key; 

second transferring means for transferring the re-encrypted data decrypting key to the user*a 
system, wherein the user's system possesses the second private key; and 

second decrypting means for decrypting the re-encrypted data decrypting key using the 
RftcoTiH private key. 

21, (Once Amended) A user's system for securely receiving data from a web broadcast 
infrastructure with a plurality of channels, comprising: 

a receiver for receiving promotional metadata from a first web broadcast channel, the 
promotional metadata related to data available for reception; 

an interface to an output device for presenting at least pan of the promotional metadata for 
review by a user; 

an interface to an input device for receiving a selection by a user of the data to be received 
related to the promotional metadata; 

a controller for controlling the receiver to receive data from a second web broadcast channel, 
the data selected from the promotional metadata, and wherein the data has been previously encrypted 
using a first encrypting key, wherein the first encrypting key is self-contained with all the 
informati on necessary to decrypt the data encrypted with the first encrypting key : and 

an interface for receiving the first decrypting key via a computer readable medium^ the first 
decrypting key for decrypting at least some of the data received via the second web broadcast 
channel. 

24. The user's system as defined in claim ?.t> wherein the receiver is adapted to receive data 
broadcasted in a format compatible with [DirecPC™] aatellite broadband Internet service. 
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REMARKS 

Applicants have studied the Office Action dated May 16. 2002 and have made amenHments to the 
claims. It is submitted that the appUcation, as amended, is in condition for allowance. By virtue of 
this amendment, claims 1-25 arc cnncntly peiidiug in tlic present application. Reconsideration and 
allowance of the pending claims in view of the above amendments and the following remarks are 
respecttiilly requested. Li the Office Action, the Examiner: 

• objected to the specification for various informalities; 

• objected to FIG. 27 because of missing numbers; 

objected to claims 5, 12, and 24 because of the use of the trademark/tradename DirecPC; 
objected to claim 1 because of the misspellings of "for" and "one"; 

rejected claims 1-3, 5, 7-16, and 21-25 under 35 U-S-C- § 103 ^ being unpatentable over 
(U-S. 6,337,911) in view of Dillon (U.S. 6,351,467); and 

rejected claims 4 and 6 under 35 U.S.C § 103 as being unpatentable over Dillon (U.S. 
6,337,911) in view of Dillon (TI.S. 6,351,467), and fxirthfx in viftw of 
Cablevision(periodical). 

The Applicants acknowledge that informal drawings have been filed and are acceptable for 
exammations purposes only. Upon allowance, the Applicants will submit the required formal 
drawings. FIG, 27 has been corrected to include numbers 2702 and 2704 as described and referenced 
in the origmal application 

The abstract has been amended to be a smgle paragraph, no new matter has been added. 
Claim 1 has been amended to correct the misspellings of *Tor" and "one." 



R^ ^ection Under 35 U.S.C, $112 f2 
As noted above, the Examiner rejected claims 5, 12,and24under35U.S.C. § U 2 T[2 for containing 
the trademark/tradename DirecPC™. The claims have been amended to recited a type of 
broadcasting m more specifically " sp^tellite broadban d Internet service." Support for this language 
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is found in the specification as originally filed at least on page 17, lines 13, page 20^ line 18, page 
1 1 8, line 15. The Applicants respectfully submit tliat die Examiner's rejection under 35 U.S.C. § 
112 has been overcome and the Examiner's rejection should be withdrawn. 



Refection Under 35 S103fa) 

As noted above, the Examiner rejected claims 1-3, 5, 7-16, and21-25 under 35 U.S.C. § 103 as being 
unpatentable over Dillon (U.S. 6,337,91 1) in view of Dillon (U.S. 6,35 1 ,467), Independent claims 
1 , 7, 19, and 212 have been amended to distinguish over the "key seed ID*' identifying the key seed 
needed to decrypt the' document" in Dillon '91 1 taken alone or in view of Dillon '467. The Dillon 
'911 reference teaches that the **key seed ID" is sent as opposed to a decrypting key as recited in the 
present invention. In the words of Dillon at coL 6, lines 57-58: 

"After broadcast center 150 sends the amrmncement message for a docviment, it 
prepares to send the document itself. Tlie document is packetized. cncrvptied. and 
broadcast over communications link 140. As broadcast receiver 120 receives each 
encrypted packet, it determines whether it is a packet for which broadcast receiver 
120 has a key." (Emphasis Added). 

And as the Examiner points out in Dillon at col. 6, lines 44-48: 

"The announcement message is received and decrypted by broadcast receiver 120 and 
passed to file broadcast receiver 1 12. If the annoxmced document is on the list of 
documents of interest, file broadcast receiver 1 12 sends a load request i ncluding the 
kev seed IP to security engine 130.** (Emphasis Added). 

Accordingly, Dillon '91 1 teaches taking the "key seed ID" and encrypting it. The "key seed DD" as 
taught by Dillon is used to generate the decrypting key in security engine 130. See coL 4, hnes 59- 
67 nontinuing onto col. 5, lines 1 -6. In the words of Dillon at col. 8, lines 33-44: 

"hi executing function F3, broadcast center 150 periodically, e,g., monthly, sends 
account status information to each of the plurality of receiving computers, including 
receiving computer 110. The account information is tailored to the receiving 
computer and includes a statement of its receiver's status (e.g., satisfactory, 
overdrawn, limited access, etc,)- The account information also includes core 
information required by 3ccurity cngdnc 130 to create keys to decrypt electronic 
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■dacxunents . Although the account infonnation is broadcast in the clear, the contents 
of the account information is encrypted in such a way that only security engine 130 
may access and decrypt the account information." (Emphasis Added). 
In contrast, the independent claims 1, 7, 19, and 21 of the present invention have been amended to 
describe the first encrypting key as " self-contfcdncd with all the information necessary to decrypt the 
data encry pted with the first encrypting key. '' Support for this language is found in the present 
invention as originally filed in FIG. 6 items 623 and in the specification at least pages 43 - 150. This 
is very important since the self-contained key itself and not a ''key seed ID" as taught by either of • 
the Dillon references. This self-contained key is sent to the End User System but only after the "first 
decrypting key is encrypted,'' using a second encrypting key," The Dillon references nowhere 
teaches or suggests such levels of security. In contrast Dillon is relying on pre-sendine key 
infonnation to the secnrity enginp T^O on a periodic basis so that the security engine 130 is able "to 
create keys to decrypt electronic documents ,'' The present invention eliminates this step of pre- 
sendinp account status information on a periodical basis because in the present invention, the first 
encrypting key is " self-contained with all the information necessary to decrypt thg data encrypted 
with the first encrypting kev,^ ^ Accordingly, the present invention distinguishes over Dillon *911 
taken alone or in view of Dillon '467 for at least this reason. 



Continuing further, the present invention relies on the a second encrypting key which is a public key 
of a trusted third party Le. Clearing house(s) 1 05, Dillon *911 taken alone or in view of Dillon *467 
does not show this level of secunty control using public keys of misted third parties rather Dillon 
is using a "key seed ID" which is sent to decrypt the document which has been decrypted. See at 
least Dillon *91 1 at col. 6, lines 57-58 and col. 6, lines 44-48. By using public key infrastructure, 
the present invention is not limited to pre-sending "key seed Ids" to generate local decryption keys 
at the security engine 130. The public key infr^wtnictiire allows any type of self-contained key to be 
used including keys of different lengths and therefore different encryption strengths. In the present 
invention each piece of content or data can be dynamically encrypted with a different type of key 
strength without the requirement to pre-send the decrypting key to ^rs end user system a.s taught by 
Dillon '9 11, Accordingly, the present invention distinguishes over Dillon *911 taken alone or in 

SR9-99-020 Page 13 of 18 09/487,417 



Receive(lfrom<561 9899812 > at 8/29/02 12:36:24 PM [Eastern Daylight Time] 



08/29/2902 11:35 561-989-9812 FLEIT, KAIN, ET*AL. PAGE 17/22 



view of Dillon '467 for at least this reason as well. 

In the Office Action at page 3, the Examiner correctly states ''Although Dillon '991 does not 
specifically disclose the details of broadcasting using multiple channels^'' however, the Examiner 
goes onto combine Dillon *467,^ The Examiner states Dillon '4G7 ""ttsuchf^^ a system and method 
for multicasting multimedia content such that Applicants ' step of broadcasting at least part of the 
encfypteddata,." The Applicants respectfully disagree. The present invention recites broadcasting ^ 
at least part of the encrypted data but where the data was encrypted with a first encrypting key, where 
wherein the first encrypting key is self-contained with all the information necessary to decrypt the 
data encrypted with the fnst encrypting key . The "key seed" as disclosed in Dillon requires 
information to bepresent to the security engine 130. Accordingly, the present invention distinguishes 
over this step, in Dillon '467 as well. 

The Examiner recites 35 U.S-C. §103. The Statute expressly requires that obvioixsness or non- 
obvioxisness be deteimined for the claimed subject matter "as a whole," and the key to proper 
determination of the differences between the prior art and the present invention is givhig full 
recognition to the invention "as a whole." The Dillon '911 reference, taken alone or in view of 
Dillun *467, suuply does not suggest, teach or disclose the patcntably distinct limitation of: 
Claims 1,7,21 

wherein the first encrypting key is self-contained with all th e information necessary 
to decrypt the data encrypted with the first encrvpdnK key 
Claim 19 

wherein the data decrypting key is self-contained with all the information necessary 
to decrypt the data encrypted with the data d ecrypting key. 

The limitations taken "as a whole" in independent claims 1, 7, 19, and 21 are ^ present in Dillon 
*9 1 1 reference taken alone or in view of Dillon '467. 



^ Applicants make no statement whether such combination is even proper. 
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Moreover, the Federal Circuit has consistently held that when a §103 rejection is based upon a 
modification of a reference that destroys the intent, puipose or fiinctin-n of the mvention disclosed 
in the reference, such a proposed modification is not proper and the prima facie case of obviousness 
can not be properly made. See In re Gordon, 733 F.2d 900, 22 lUSPQ 1125 (Fed. Cir. 1984). Here 
the intent, purpose and function of the present invention to use "self-contained" decrypting key is 
destroyed by the use of "key seed Ids** as taught in Dillon 911 taken alone or in view of Dillon *467 . 
Not only does the present invention eliminate the need to * Ho create keys to decrypt electronic 
documents " in security engine 130 as required by Dillon, but tlie preseiit iuv eutioii uiakc» use of Lbc 
many advantages of a public key infra structure. This combination, as suggested by the Examiner, 
destroys the intent and pxupose of the present invention of "self-contained" "decrypting keys." 
Accordingly, the present invention is distinguishable over Dillon 911 taken alone or in view of 
Dillon '467 for this reason as welL 

Gontinidng further, when there is no suggestion or teaching in the prior art for a first encrvptmg key 
whi ch gftlf-contained with all th e information necessary to decrypt the data encrypted with the first 
encrypting kev, the suggestion cannot come from the AppUcant's own specification. The Federal 
Circuit has repeatedly warned against using the AppUcanfs disclosure as abhieprint to reconstruct 
the claimed invention out of ieolated teachings of the prior art. See MPFP §7-14.1 and Grain 
Processing Corp. v. American Maize^Products, 840F.2d 902, 907, 5 USPQ2d 1788 1792 (Fed. Cir. 
1988) and In re Fitch, 972 F.2d 160, 12 USPQ2d 1780, 1783-84 (Fed. Cir, 1992). The prior art 
reference Dillon *91 1 taken aluuo or in view of Dillon *401 docs ^ suggest, teach, or mention the 
use of "self-contauied" encrypting keys.^ 



2 Very recently, the Federal Circuit again took up the identical question of Obviousness in 
combining refermces in the case re Sang Su Lee, No. 00-1 1 58 (January 1 8, 2002), In this case 
Board of Patent Appeals rejected all of AppHcant's pending claims as obvious under § 103 , I he 
Federal Circuit vacated and remanded. Citing two prior art references, the Board stated that a 
person of ordinary skill in the art would have been motivated to combine the references biu>cd on 
^'common knowledge" and "common sense," but it did not present any specific source or 
evidence in the art that would have uaiciwise suggested the combination. The Federal Circuit 
held that the Board's rejection of a need for any specific hint or suggestion in the art to combine 
the references was both legal error and arbitrary agency action subject tft being set aside by the 
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For the foiegoiiig rcaaons, independent claims 1, 7, 19 and 21 as amended distinguish over Dillon 
'911 in view of Dillon '467. Claims 2-3, 5, 8-16, and 22-25 depend from claims 1, 7, and 21 
respectively, since dependent claims contain all the limitations of the independent claims, claims 2-3, 
5, 8-16, and 22-25 distinguish over Dillon *91 1 taken alone or in view of Dillon *401, as well, and 
the Examiner^s rejection should be withHrawri. * 



Rejection Under 35 U.S.C> n03(a) 
As noted above, the Examiner rejected claims 4 and 6 under 35 U-S.C. § 103 as being unpatentable 
over Dillon (U.S. 6,337,911) in view of Dillon (U.S. 6,351,467), and further in view of 
Cablcvision(pcriodical). Lidcpcndcut claim 1 has beeii amended to distinguish ovei Dillon (U-S. 
6,337,911) in view of Dillon (U.S. 6,351,467) as described above. The Examiner goes on to 
combine Cablevision(periodical).^ The Cablevision reference nowhere suggests or teaches ' Vherein 
the first encrvpting kev is self-contained with all the information necessary to decrypt the data 
encrypted with th e first encrypting key. " Accordingly, claim 1 ofthe present invention distinguishes 
over Dillon '91 1 in view of Dillon '467, and further in view of Cablevision(periodical). Claims 4 
and 6 depend from claim 1, since dependent claims contain all the limitations ofthe independent 
claims, claims 4 and 6 distinguish over Dillon '911 taken alone or in view of Dillon '40 1 , and further 
in view of Cablevision(periodical) as well, and the Examiner's rejection should be withdrawn. 

Applicants have examined the reference oited by the Examiner as pertinent but not relied upon. It 
is believed that this reference neither discloses nor makes obvious the invention recited in the present 
claims. In view ofthe foregoing, it is respectfully submitted that the application and the claims are 



court under the Administrative Procedure Act (APA). Accordingly, with the suggestion or 
motivation found in Johnsom the Examiner has failed to properly establish a prima facie case of 
obviousness ofthe invention as a '^hole," The Apphcants submit the present invention 
distinguishes over Dillon 91 1 taken alone or in view of Dillon *467 for at least this reason as 
well. 

5 Applicants make no statement whether such combination is even proper. 
SE9-99-020 Page 16 of 18 09/487,417 



Received from < 561 989 9812 > at 8/29/02 12:36:24 PM [Eastern Daylight Time] 



08/29/2002 11:35 561-989-9812 



FLEIT, KAIN, E 



PAGE 20/22 



in conditlcdi for allowance, l^'urther examination and reconsideoration of the application^ as amended, 
is requested. 

CONCLUSION 

In view of the foTftgoing, Applicants respectfully submit that all of the grounds for rejection 
stated in the Examiner's office action have been overcome, and that all claims in the application are 
allowable. No new matter has been added. It is beUeved that the application is now in condition for 
allowance, which allowance is respectfully requested 

PLEASE CALL the undersigned if this would expedite the prosecution of this application. 

Respectfully submitted. 



August 9^ 2002 



WA. Gibbous (Rc^ No. 37,333) 
Cttomey for Applicants 

Fleit, Kain, Gibbons, Gutman & Bongini, PX. 
One Boca Commerce Center, Suite 1 1 1 
SSI Northwest 77* Street 
Boca Raton, FL 33487 
, Telephone: (561) 989-981 1 
Facsimile: (561)989^9812 



PLEASE Direct All Conre^pondence to Customer Number 23334 
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